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FIET Hid

TEE(Trusted Execution Environment)sg fAE T8 BEFHL. AR BN s T =8 8h 545 A0 2R
WA X, RS M BURBIRE — AN E RIS P A B2 AR Y, RE R
#% L) Rich OS Gl /2 Android 55) FFAERIEATIAEE, JF H4: Rich OS #2455 .

TEE JyfAL 2 A (AR “FIE R )Rt — D2 e Mg, i Seitfrir. (R
WAk TR 5 e AR A R i 2 3 1) 22 4

SCRF TEE DhRE™ e~ AR R B e i, a7 2 e iE N, H e S RAERE LR
HUK (Hardware Unique Key)455E JE914446 EMMC 1) RPMB 431X, I T4t 4154, RIGH
T RK ROTPK. IFAAKey. SOTER Key 2i# Keybox 5 N\ i% RPMB 43X, Fl k#4224 R
%o

JE8E TEE 7 ATl 32455 ROTPK. IFAAKey. SOTER Key LA X Attestation Keybox 45
Thie, SThBEMXI AT, T LA A [t 3, B AT LAAE Rl — S A kA7 30

AR EEANGREL TEE 7%, &M T SCI850KH %515 .

SecurityServer it &, Z {5 2 &;
774 ROTPK #i%, Z A 3 &,
774k Attestation Keybox #8, ZIHH 4 &,

FELk IFAA B8, SR 5 5,
6

=2k SOTER #&, Mg
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1.1 BITIAE
1.1.1 BHEXR
TR FEARER

PC CPU: i5 )L I
NAiE: 4G kUL E

LR USB

ER Ry N A i fa
A FE A 25 i, Y05 3 L 97 P e R T A

1.1.2 EER

B

FRAZR

B RGE

Win7. WinlO

SPRD USB IR

WAS 2. 0.0. 131

MySQL (#% 514

5.6.24.0 J LARA

FrameWork

.Net FreameWork 4.0

1.1.3 TEIRAHEE

SV AR RRAS, G i AT B RRCA T B BT R AR AT 2«

Client: WriteIMEI_R21.0.0001

SecurityServer: SecurityServer_R5.0.0001
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1.2 WA

1.21 REWEFEREG
> HHEXR:

B PR T A DR AT e S HUK, TR i AT 22 4 i

ATE BBt Enable Secure Bit

ATE FrBt5 A Secure Efuse ] HUK (HardWare Unique Key)

Block2: bonding Field SharkL2
BIT Value Description
BITO 0 disable secure boot Yes
1 enable secure boot Yes
> R
AT EAMAH NS4, SR re & 2 B ke .
1.2.2 &R EHERE
PR AE RIS IMEI FISEALEEAT I, W FEFTR:
‘F’jﬁji ESN% 7 &Vié%vﬂ‘u (Conne\ictl\livity) BBAT
________ i A
I
Ante‘n‘na{J\J Wi

: ! - S IMEL
2% ] Checkihfi f«— (4432
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1.2.3 FFE&L2EE C/S 324
LB CIS Bk, W4 Server SIEL G, PAARKI T BT

“=2Server
e Security Server:
B EIRE L PRI R AR TT AT o
e 7PZ Client T H:
Simba 1 WriteIMEI R & Sef 22 A8, AR FEA 9 WriteIMEI TR, 245
B, 72k Client T HARF&i%EE Security Server [K%#, +& Security Server 5
FHLEAE M
o H¥EE (U SOTER I 2!

fiAi% SOTER #BZ M A il Key, JF EALBIIE RS 4% -

@ Ui

1. % SOTER #B 475 75 48 MySQL Hidfs B 7k, HoAthln SeureBoot/IFAA/Keybox A~ FAk i
MySQL %#fz 22, RRFRRE ERifl T =4l B fe .

2. FEATRECE AERS, P94k Client TH..  Security Server LA u#fs 2 v] LU AT R — &
PC; fEHHATE I #iY Server Al Client 2) FFAEANE PC L.
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o2& SecurityServer Bt & i AH

SecurityServer &% A BRI R EE J7 . JEILECE SecureOperations.ini Al
SecureCenter.ini MG B SO SRAC B %2 4> Server.

1t SecureOperations.ini Fi & S H & B 2 A E AT #AE, 7 SecureCenter.ini Fic
B E IFAAIKeybox 45358 I 7 5 N BB & 1 key SCHF# A% LS SOTER #E it
A A MySQL ¥ i

2.1 SecureOperations.ini
Bt SecurityServer [¥] SecureOperations.ini FURCE 1, W B ZEE T EPATHLE. &
RGBSR 75 ZE ) Server, H AT SCHRREIAN T

;NOW support operateions:

;  GetUID J/3RELFEHL UID 15 B 5
Systeminit [/*IET: Y64 CA;
SetRTC //RTC {5 5.5 2] RPMB 77 [X

;  SetROTPK //5 ROTPK Z Efuse;

;' GetROTPK //3KHL ROTPK 15 B

GetDevicelD //3RE % %% DevicelD
SetKeybox //Attestation keybox: 5 A Keybox £ RPMB % [X ;
;  SetlfaaKey //\FAA: 5 NFRE IFAA Key £l RPMB 47 [X ;
;  GetSoterATTK  //SOTER: ‘ERGEHIXT, BATHL, FF AL APIRH &,
SystemClose  //*WMi%TH: <] CA;
DeployEnd [/*¥IETR: B, K Sever 5% b W FF IEE

{E SecureOperations.ini Ft & XA INZ A Project, U0 T Fros:

[Example]
1=GetUID
2=Systemlnit
3=SystemClose
4=DeployEnd
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2.2 SecureCenter.ini

W R T BT IFAA/Keybox/Soter #55E, L 75 EACE SecurityServer B E A+
SecureCenter.ini,
[ ABCE, — AT E B
[Settings]
Project=SharkL2
Port=39998
TimeOut=60000
BigEndian=1

[/ B Keybox db SCHFEEAE, 1A R U0 B I 2N ok 0 TV R 1) 20
[KeyBox]
;please configure the attestation keybox database files path;
;KeyBoxPath=D:\WorkSpace\attestation_Keybox.db

[/ VLB IFAA Key Pair SCIFERARTE, V1 BB & S SR B VR 705
[IFAA]
;please configure the ifaa rsa file
;Key=D:\pukpri.pem

[/ B &R MysQL £ 2, (U SOTER #0575 220 B 1% 0

[DataBase]

IP=127.0.0.1 /IMySQL ] IP

Port = 3306 /IMySQL [f] Port Num, BRAATE ZAEKL
UserName=root [IMySQL F J1 &5t 44
PassWord=12345678  //MySQL i /" & %15

DataBase=itrust [IMySQL #d /% 4
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2.3 iB{T SecurityServer

WIRIEWARCE T SecurityServer, XUili SecurityServer.exe 41 J5 51847 SecurityServer.,
87 SecurityServer bR

HeF Setting WIE N B B F I, WeFEXS B Project, 41T B s

- - 1 La Bl
—— SR Security Server Configure ﬂ
Close Server
R Setting
& & About(A) Sever Port ; |39993
Exit(q)
o
roect . [~
TimeOut : IEOOUU
0K I Cancel |
S -
“_a N
@ Info A x
Security server has been enabled!
D—

1%+% About THENRAAS B AHE, A EESATRA S, W RPN, 10U A o AR
n] Bk SecurityServer.exe T 7E 2,

’ SecurityServer

Version: 4.18.2302
Copyright [C) 2016 - 2018 Spreadtrum Communications INC.

N

ovation Changes The Future

@ i
fEOG e B SO, FRELE JH Server J7REAERL
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#8382 ROTPK IRE

ROTPK 4=#x Root of Trust Public Key Hash, & tR4EHE{F(1) 1D kA1) —4 KeyHash {f .
FEE RS ROTPK, 241% KeyHash 5 A\ 3 Efuse 41, BIH-F &) SecureBoot IhfiE. 5IHAY
SecureBoot 75 3 EL#%5 Efuse AFJJE: 224 #i% 5 ROTPK 2 7E TEE M85 1 2 56 il 5 Efuse,
Hhnza T, JFEF-60H #R R 1ZAM 77 K.

3.1 B & SecurityServer

£ SecurityServer [¥] SecureOperations.ini S 1 lC B 22 48 8 75 EHAT I ERAE, AT Z%n
THECE:
[ROTPK]
1=GetUID
2=SystemInit
3=SetROTPK
4=SystemClose

5=DeployEnd

@ iy
1. GetUID/Systemlnit #& %438 46 D AT P N 20 3R

2. DeployEnd #i%& i f5—H, HFELHR, Server 5%/ v R

_11_
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3.2 FE4EBE ROTPK
P08 — 85 1AL B U SecuritySever, FFJH SecuritySever % TR B Project.
1. M2 & Client 5 SecuriytServer iz : FTH WriteIMELini Bt & S 4F, BCE Server ¥l IP

[SECURE DEPLOYMENT]
Server IP=127.0.0.1 /[ & SecurityServer IP Hii:
Server Port=39998  //i%® SecurityServer Port [, ERIANATHEEL

2. §TJF writeIMEI TH., 5 B A1k 2 4 w8 T, Wk PR

SecureBoot

-
-

W Secure Proviszioning

3. PRI R THEVEHANREHL, AT, IRl A s .

w0 [uss || st wE | wm | mr [ sA
AETh: 1
Fhg: 0
MR
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3.3 & SecureBoot ¥RELL
B 5 8 CheckX T ELfG 7% SecreuBoot Frdifi7 /& 75 Pass:

N T B %8 Fmi, /2)i% SecureBoot Enable &1, 4R 5 HEAT IR

) 4
¥ SecureBoot Enable B L7

| Item
Item Expected Value Result | Test Detail
SecureBoot EnableFlag JL_______________PAsS _KecursBoot Enab}

USE Communication
Part: 10

Pass: 3

Fail: 2

Pass Ratio: 60%
Test Detail
SecureBoot Enable: 1 Clear |
Finished! Start

@ i

IR SetROTPK &5 Efuse, RBERZEMERETRE T 1ZPH HHE Pass, f#H CheckX
T HE# A Secure Boot Enable #5474 <> Pass
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gE4E Attestation KeyBox &

Attestation key 7 Android7.0(Nougat)#; % /i1, Android8.0(Oreo) - 4a 5kl . AT 1) Android
8.0 (Oreo) 5 £EI1) 4 T W A& AR T BN, I HL UG 144 52 37 1 Keystore. .45 Android 8.1
(Go Edition) i 5 H GMS IMIE R &#FHE, HAl GTS L& smi .

Attestation Key 7£ 7= £k & 1l 75 2% Fi] DevicelD M Google APFE Hii#% Keybox, JF7E4Er”
A HE B keybox U B4 — 6 A, JARWTTR

St £ B Z . .
R BITCTS ol TSR > iERKeyboxH TE:
KeyboxEHiF
KeyboxERE
A 4
e Keybox3Z {4 4%
s < box3Z+:
i (FLHE )

@ .

1. A DevicelD X i ME—ff {1 % 4%, BiL DevicelD K Hi# Keybox fifif& Keybox e —14 .

2. — s SN 1E >l Devicel D i HIiE Keybox, Ky SN 152 X W 25 M — (K 1F 15 4%

3. H SN {E5 DevicelD HiF Keybox, Ak DevicelD 5 SN 485, £/ 2% N A B R
WEREANMEAE 5 N —NME— 1 Keybox HtrT L.
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4.1 %t Keybox & DevicelD 3R

Fi-F HiE Keybox 1] DevicelD W 450 & A 15 1 % B 7

J 4t Attestation Keybox #%& J7 S & 4115 keybox SCAF:H ] DevicelD & %55 i
{ELVCHC, 8= 2K H AT H H15 1 Keybox 155 24 AT I H .

1EIER A4 Attestation Keybox #5582 Hil, A LESA4H R 2 Wl S22 Attestation
Keybox (1B R IR
1. BT ro.keybox.id.value, B FEZULACHISCHE S, LA 7731E Wi H A 75498 pac
i}, 7E device/sprd/pike2/sp7731e_1h10/sp7731e_1h10_native.mk A INPA FACE, #d
B ER RN

#add for keybox prop value
PRODUCT_PROPERTY_OVERRIDES +=\

ro.keybox.id.value=SPRD_SC9850K

2. BARKIE Keybox 1 DeviesID /& 8 & il KB T : M Google HI1E 2] Keybox SCf
1] DevicelD 7B 2L & ro.keybox.id.value 7B A RSB L, W F EFT~:

<?xml version="1.0"7%>

<BndroidAttestation¥

<Number0fKeyboxes>120000</NunberOfEeyboxe s>

|<Keyb0x| DeviceID="5PRD SC9850K 0000001">I:Key algorithm="ecdsa"><Privatekey format="pem">-
MHeCRQEEIEU18FyuBBIGYiJz/9irE3UntoI8sBFNG64LivnIUE T/ ohoGCCOGSM4T
AWwEHoUQDQOAE+XagJBaimInrBMZ5SLeGnayaQJormValhvygbGlIlk2geOnEkABw]0

vnm5sdVng] 2ECSQREN2QTha 8vxARsNF4RYg==

D i,

1. ro.keybox.id.value X/NE8U, N keybox A4 H DevicelD F B H [ & A4 15

2. JEELUT R RTE device/sprd/**** /common/security_feature.mk {4 B T ic B X A4S
JEMER, £ 6 FTH board #YARL, & P IERL B keybox J& P I 5%, 75 EAE % H 1) board
HHEHRE ZEM, 1200 security_feature.mk HHJ ro.keybox.id.value=SPRD_SC9850K
JEMERLE .

_15_
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4.2 SecureToolBox ##t Keybox B3

M Google APFE H1i% 3| Keybox Y5 SCIF &, #8427 1l /5 228 i i Bt & P e TR
Google 1 2] Keybox Y S s G5 32 1).db 3044, B SecurityServer H %
\Bin\ToolBox\ I~ [fJ SecureToolBox.exe T.H.

FT7T SecureToolBox.exe T E., 7f Attestation Keybox T[fi, &+ keybox Y5 {4411 H
PROCAFERAE, i Extract, #4 Keybox Y5 U plid & = 4 Z A 1 db ST, an
S)AN:

) SecureToolBox - R5.0.0001

Attestation KeyBox | windvine KeyBox | IFAA | PriHash | SpiitkeyboxDb |

AETERIEKeyboxBX 4

Org Attestation KeyBox Fie : [D:\00_Config\ATKeybox\sprd_keyboxdb_org_20k. ..

Output KeyBox Fie : [Dr100_Config\ATKeybox\sprd_eyboxdb_org_20k. | _... |

B2 Eftkeybox db X HHIEE

Extract

Bt e, THEBR Splited keybox successfully, Jf7E HARE2 N4 m Hix db
A, T EFTR

SecureToolBox @ y S (E) » WE » 2= » kE}rbe L4

= EFENS FETiEE

l L Splited keybox successfully!
L85 =
=i

x x

& one device keybox outputxml
% 5c9850k.db ]

1. Attestation KeyBox £ Z5i #£ [ Attesation Keybox] T [ iE47 %%
2. # Keybox JESCAFEOR, TRETFREAC T — e8], 15 O%5FR;
3. R5.0.0001 fiA T A 52 A R4.18.2101 Az, AbHEJ7ikiE W FAQ

_16_
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4.3 SecureToolBox 4&| Keybox db 3

— b, MARERERIE I Keybox YU L7 keybox IR LA L, MIRESLPRAE -
HATEN T keybox #RARTER][F—A db SC4E.

SecrureToolBox.exe . E FHAMNEFEML T —AMNLESERH I ThRE: 4r%] Keybox db SCHHT
IIRE, MK Keybox db ST A 43 %1 HE 16 52 B 1 keybox F) 55— db S04
e

FT7T SecureToolBox T. B, 1#:% SplitkeyboxDb T [fi, #7527 %) Keybox db
SR S, W R E TR

i SecureToolBox - R5.0.0001 (|

Attestation KeyBox } Windvine KeyBox ] TFAA ] PriHash SplitkeyboxDb ]

Input
KeyBox Datbase File : |D:\.DD_Conﬁg\ATKeybox\sprd_keyboxdb_org_lﬂk‘db

Total Number : |ZUUUU

Qutput
| Split To : |D: \00_Config\ATKeyboxdjsharkl2_wd_sqlite_10000.db

Split Number |1UUUU|

Total Number : |

Split Cancel

keyBoxDatabase File: &35 E 4 EIf¢) db SCF (ANEE BLEEHS & )9 keybox W5 S
Split To: &5 43#H keybox f7#% () do SCF
Split Number: #5857 E| %5

Total Number: &7~ 2477 do SCHFEH keybox FIEE

_17_
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4.4 Attestation KeyBox B & SecurityServer

I keybox WICAHFEHRIE 4B db SO, (ERRLE M
SecureCenter.ini FF 45 5E % keybox do S 4% . 7E L B S SecureOperations.ini H i
i Keybox (2588, 40 F fis:

1. fic® Keybox db XCff#4%: 7 SecureCenter.ini it & 3 KeyBox U1 4%, 4
THR:

[KeyBox]

;please configure the keybox files path;

KeyBoxPath=D:\KexBox /R FAIHARE TS

2. YN keybox B #EAE: SecureOperations.ini H xR I5 H 78 N SetKeyBox 5 5%,
AZEYNRCE

[AT Keybox]

1=GetUID

2=Systemlnit

3=GetDevicelD

4=SetKeyBox

5=SystemClose

6=DeployEnd

@ .

1.

KeyBox &5 || EMMC ] RPMB 43 [X , £ 5 Keybox Key 2 11l i B 5L W1 4614 RPMB 43 [X ,
X —P 2 AE Systeminit ZEAT I, JTLL SetKeyBox WL ZI{E Systemlnit 2 & .
FRAE A W E R, — AN A0S — 4 Keybox, it Keybox 5 LI G, 24 £ 5 141 Keybox
T db ST IR . S AMBIEAECESR, Keybox REES —K, AREHEH.
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4.5 FrERERE Attestation KeyBox
P08 — 85 1AL B U SecuritySever, FFJH SecuritySever % TR B Project.
1. PBCE Client 5 SecuriytServer FIIEHE: T WriteIMELini BCE S, BLE Server ¥l 1P

[SECURE DEPLOYMENT]
Server IP=127.0.0.1 /[ & SecurityServer IP Hii:
Server Port=39998  //i%® SecurityServer Port [T, ERIANATHEEL

2. FTHF WritelMEI T B, %8 A%k 2 ilE N, W~ Fs:

SecureBoot

-
-

W Secure Proviszioning

3. PRI R THEVEHANREHL, AT, IRl A s .

FHED |Keyb0x count, Total:10000, Rest:9999
o [uss -] mstem wE | @ | & [ s
AeIh: 1
S 0
MhEEER:

(OB
Keybox #B& Pass J&i, WriteIMEI L B[4 F A< IR Keybox & #0& K4 n] HEE

_19_
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4.6 2 Attestation KeyBox BR&fiL
B 5 45 518 ) CheckX T HLAG 7 Attestation KeyBox Fr&ifii /& 75 Pass:

HNTHBE G, 2k Check Keybox 1EIT, 285 EA7 M.

v Check Eevbox % ¥0

’ Item |
Item Expected Value Result | Test Detail
i Pass | ]
USB Communication
Port: 5
Pass: 7
Fail: 6
Pass Ratio: 53%
[ Test Detail
Clear ‘
Finished! Start

_20_
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s

H5E IFAA 32

BRI e B DCIE R B (IFAA) « 2R B 3= S (1 — P SO B IE T 3, B A BIEL
R R, BESRA IRIPNEBEIEAT . WERFEEEN IFAA TG, NIFHZHT IFAA NIE
L i

5.1 A\ IFAA £6&

PiiH) IFAA E®: http://ifaa.org.cn/ZREUIN IFAA [IRAE UL, AT SR (IFAA &)
P FEAIRURE. doex )

A SecurityServer 1 ToolBox H 5% T[] SecureToolBox.exe T. HA ik &%, 1F
it -

@ SecureToolBox - R1.18.2302 (s

Attestation KeyBox ] Windvine KeyBox IFAA ]PriHash ] SplitkeyboxDb

Save Public Key File : |D:\D?ﬁNPIfTest\SecuritLiSharkLZ'GFl'freleaseflﬂ1

Save Key Pair File : |D:\D?_NPI_TEst\Security_iSharkLZ'GFI'_release_ZU1

Generate

SRJEF Public Key FA% % IFAA IR %% http://ifaa.org.cn/.

@ i

1. SecureToolBox A= Jk[#) IFAA Public Key &% IFAA fR5545. IFAA Key Pair T 72442
2. SecureToolBox &Ik Az i (1) 3 B SCARER AN —[R], 2B B A BH S 3 N SO e B2 2 5 R
3 IFAA KA — %5, AHIRIALS 107 i 5 A il — O B SOk AT B T

_21_
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[th RS

5.2 IFAA $R2HCE SecurityServer

FPER IFAA FRZ IR E ) IFAA Key Pair SUfH5 ANBIFHLIK RPMB 73X, 1E Server [¥]
SecureCenter.ini fit. B 28 & IFAA Key Pair )30 1E %43, FF7E SecureOperations.ini fit & C
PEHR I IAH R B o

1. W& IFAA Key Pair SO H4% «
£ SecurityServer FIFC & CF SecureCenter.ini RSN N CAFHI R (TR EARECEE L
W42 KRG, -

[IFAA]
;please configure the ifaa rsa file

Key=D:\keypair\Demo\IFAA_Key Pairpem //{E&E: RifIAREH 25

@ jim.

IFAA Key Pair B[l 1 SecureToolBox T B/ ] IFAA Key Pair 314

2. 70 SetIFAAKey BUR: TE SecurityServer fit & CF M SecureOperations.ini FHZs N
Setlfaakey, PJZE U1 FHCE

[IFAA]

1=GetUID

2=SystemlInit

3=SetlfaaKey

4=SystemClose

5=DeployEnd

D i,

IFAA Key 725 #| EMMC ] RPMB 43X, 1£5 IFAA Key Z Bl 3 Z5e¥1161L RPMB 4 [X, iX
— 5 R 1E Systemlnit #4710, ATLA SetlfaaKey 2AZ07E Systemlnit 2 Ji5

_22_
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5.3 FZLERE IFAA
P08 — 85 1AL B U SecuritySever, FFJH SecuritySever % TR B Project.
1. M2 & Client 55 SecuriytServer 1i%EH:: FTH WriteIMELini Bt & S 4F, BCE Server ¥l IP

[SECURE DEPLOYMENT]
Server IP=127.0.0.1 /[ & SecurityServer IP Hii:
Server Port=39998  //i%® SecurityServer Port [T, ERIANATHEEL

2. §TJF writeIMEI TH., 5 B A% 2 4 8 T, Wk PR

SecureBoot

-
-

W Secure Proviszioning

3. PRI R THEVEHANREHL, AT, IRl A s .

w0 [use || st w8 | wm | e [ sA
Hezh: 1
S : 0
PUEE=ES:
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[th RS

5.4 & IFAA #REALK Key Hash
B 5 45 518 ) CheckX T HLAG 7 Attestation KeyBox Fr&ifii /& 75 Pass:
BEN T B FLl, 2Ji% Check IFAA ETR, R G HEAT IR

W CheckIFaa %O

‘ Item |
Item Expected Value Result | Test Detail
ication

Pass: 9

Fail: 8

Pass Ratio: 52%

Test Detall

Flag: 1 i Clear
Finished! Start

T ANE A IFAA Key Y Hash B A2 75 IE#f -
1. ffH SecurityServer H\Bin\ToolBox\SecureToolBox.exe I E. A] {5 HX IFAA Key ) Hash & :
PI#e 2 PriHash T, SNEH A FIRTS, W FEAR:

) SecureToolBox - R5.0.0001 - - @

Attestation KeyBox ] Windvine KeyBox ] IFAA  PriHash | splitkeyboxDb 1

Key Pair File : |D:\DDannﬁg\IFAA Key\IFAA_Key_Pair.pem |I|

SHA256 : ‘BBUDUZZ‘ICBBUECBIGZDEA75839862DC44] 2633FANCAAI207975F958 18F400A1C

2. 1E CheckX L AIEE 4 CheckX.ini ik B b — D) Y IFAA Key Hash 15 5.

IFAA Key=880D0224C8908C9162DEA75839862DC4415633FA0C4A9207976F95818F400A1C

SRJEFTIT Checkx TH, #EANTHWEF M, 2Ji% Check IFAA SEIUIEATING, SfElE
b EALH RIS 2 5 N BIFHLH ) IFAA Key Hash 5 B 5 E 25—
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6= SOTER IE

SOTER, HIEWAEMVAET-&, WA SOTER V-4 #E1T TENcent SOTER AiE, M7
BT SOTER =2k . Sl SOTER A 1EE M : wecooper.weixin.qq.com, #%F- 48 5|1F
MK 5. 5T SOTER JF A MAEANTVEAGAETE S (SOTER AN AL docx) & (SOTER
2| R B2 LRE . doex)

Feek SOTER #ERH—HL—%, HEEN HFVEAE R X ARV, BRHSNFH
RPMB 75X, ~%H b A% 22 MySQL 28 & , 31 25 56 2 J5 F5-8 MySQL i #s 3 1 A 25 A% 31 SOTER
JiF &

@ i

1. PREERE K F 2 C/S BEHE, OEM RLAZoR M 37 #8355 2% (B M5 B L B AE IR 552 o).,
P2 LRt 5 P LA L socket 5 R 55 #30EAT 22 T, AN L¥ R S5 38 L FH BR 2% P i L i T ZE R
—& PC BT

2. RTHARIE S, oDM F=Zia 4k n] Dhse MR S R A AT &4, B Bl £k
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[th RS

6.1 MySQL BUIEEERI{EFH

SOTER #liE L A EAH ] MySQL Hdfe 22 S HIR A A7 AF A ) Keys I _EAR RS IR

Ao

6.1.1 % MySQL ¥iiEEE
HEFE MySQL fitAs: 5.6.24.0 DL _ERA

817 MYSQL 30, 2% MySQL it e, et Rerh R DA F J0 0

HL i A B B BRR

P H MySQL Root #f1

>
>
>
>

i

N
MySQI:. Installer Accounts and Roles
MySQL Server 5.6.24 T

Enter

place

MySQL Root Pessword:

Repeat Password:
Pessword Strenqth: Wesk

. )
MySQL User Details

75 )83 H TCP/IP i%E$#%z (Enable TCP/IP Networking, Port Number:3306)

i Add User, 37 MySQL K5 (Host #=£714%All Host (%))

e

|

o~

"

) ﬁ'l Usermnames
ervir Host

v

T3

e

‘ Role

‘ Authentication

e user that
ser Add User P«E rd
U A Edt User ;
== Confirm Password
Back Nest > Cancel

Please specify the username, password, and database role.

root

<411 Hosts (3)>
DB Admin

@ My3OL

[0):4

|
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6.1.2 B\ SQL #XH

MySQL %3556 2 J5, B i B, 5 NI8 T AR E RS SCF (B SQL e,
£ SecurityServer H 5\Bin\ToolBox\SQL F f# itrust.sql 3C14).

Al LAEH MySQL H 77 ) MySQL Workbench ¢4 24 #E T A, 843 Navicat T H & FEE 5
. T LA Navicat T 2o anife S\ SQL 444 SC1F:

1. #THF Navicat T H, #FratdEds, WMiNEREL . FHLIP CRNLA] BR8N localhost). H 144
J R (MySQL IR SS ii 13 B 1 44 ] 3505, 58 iE BT E R, SRR e S e

A FEER

- ]

@ Navicat for MysQL —

EEE:

A=A 1P ik
B

RFE:

=5

(w8 |ma s s [ame ]

TEST

10.29.70.86
—_—
3306

2. e HdEE, I saL LA
> BRI A OB SRNER, Sl ORrEBuREET, B AR itrust

X =E ymx TIAE ®0 wE

Wil e B E_8 &
= »

AR = il FREs

B B @F?L’\JXF

- i‘ TEST e —
Teformation_schema ®A [m@ [sst [ssi [WTTe
i s TesT
- EHEa 1P il 10.29.70.86
world
wdl =0 2306
v ArE
=
%

(= reuse e |
= |
EEE itrust
R gbk -- GBK Simplified Chinese -
AL
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X =E fEs= IR 80

#i—| ah %
=3 izl =
4 [ Test 394

information_schema

=

FITTEEE
SRS

TR
R
HEERE.

EE
&5 SOL Th..
s@EsQLea !

- IR

%, HERSE.

SEEEHEEEEAL.
R

Tl

> S sQL X fEIEAT sQL SO T “H A/ SO A inE itrust.sql” S

@ ETsoLul = neioris, R

%= =8 sm= IR =0 ®®
= =
< i B oL B
= |EERE i s ==
sETEST
BEE Test I,',‘Z:.""“"’““"“ 7R s DeEs oEs Boaes B!
mEE: itrust . ) © %2 B SQLRE =
i DiBecurityServer RL17A4001\Birkfrustsql [ | o e
f ax =8 14
B 65001 (UTF-B) v o i
Es=s -3 12175
B i!ﬂ? TS e e
— = — world
VEMEREEESE -
SET AUTOCOMMIT=0 I
|
|
| C= =
= n= & TECT B et HE cned

3. KB HdEE T RS H5 phone_info_t A1 soter_data_t, W1 FER~. WARMSE
soter_data_t, 7F itrust Z(dE )%+ 5 \”soter_data_t.sql” £ % :

a4 = itrust
sH=
= phone_info_t

] soter_data_t
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6.2 SecurityServer 5 MySQL 337 %E#E
SOTER #2575 ZiEH: MysQL a2, MysQL ¥l e FH 1 DR A7 3 iy TALRE AR A= Bl —
XEAFAEH, FEEZ ARV L AL % SOTER ARSS 45 -
TEERT, TR 6.1 WA mysal. S sQL £ XF, SRIGTE SercurityServer

IBCE M SecureCenter.ini F1i% 5 MysQL #dfE e g vri& s, a0 R s

[DataBase]
IP=127.0.0.1

Port = 3306
UserName=root
PassWord=12345678

DataBase=itrust

/IMySQL k%5 IP
/IMySQL # & Port
IIMySQL 4 e Fi ' 44
IIMySQL HH Fe 2 1
IIMySql Hiifs Pe ST 42 5

6.3 SOTER $BEELE SecurityServer
MySQL FL & if 2 J5, 75%4E SecureOperations.ini it & SO TR N GetSoterATTK,

SRIGTT)G Server I XS M 1) Project, AJ &5 40 FHLE

[Demo]

1=GetUID
2=SystemInit
3=GetSoterATTK
4=SystemClose
5=DeployEnd

@D .

SOTER Key /&5 £| EMMC [1) RPMB 43X, 7E’5 SOTER Key X il 75 25t ¥)iH 4. RPMB
X, X AE Systeminit AT, FTLL GetSoterATTK WAZIFE SystemInit 2 J& .
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6.4 FF4EBE SOTER
P08 — 85 1AL B U SecuritySever, FFJH SecuritySever % TR B Project.
1. M2 & Client 55 SecuriytServer 1i%EH:: FTH WriteIMELini Bt & S 4F, BCE Server ¥l IP

[SECURE DEPLOYMENT]
Server IP=127.0.0.1 /[ & SecurityServer IP Hii:
Server Port=39998  //i%® SecurityServer Port [T, ERIANATHEEL

2. §TJF writeIMEI TH., 5 B A% 2 4 8 T, Wk PR

SecureBoot

-
-

W Secure Proviszioning

3. PRI R THEVEHANREHL, AT, IRl A s .

w0 [use || st w8 | wm | e [ sA
Hezh: 1
S : 0
PUEE=ES:
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6.5 HEFMMEREEEMIEIRSE

;=4 SOTER #38 5E G » 7 KA 22 MySQL 8l 22 11 A A5 B A& 2GRS 48
K A4 53 SOTER AIF 5.

Al SecurityServer 1 Bin\ToolBox H 3% 1) Soterexe T HMiEMBE&FEE (ff
& MySQL il FEHE 5D bAL BG4, W F:

1. {ELABFIFS ZAE SoterConfig.ini SCAFHHECE MysQL AHAE B & AL T30, & Tihc
BV
[Settings]
AutoMode =0 //0: W53 e A $E 58 I A T e R IR Y
/1 R EE BTG ARE, S54F Interval W BRI RE J5 4k 4L
AHRATEN ) B BTG IR & . 2 E DR 23 S i,
FRRBEE N 0 B H 3R H
Interval = 600 //HALNFP, AutoMode S 1 B %K

[DataBase]

ip = 10.29.70.27 /1% 4% MysaL £l 1P
port = 3306 /A RE MysQL Ff i
username = root /%4 MysaL s - 44
password = 12345678 /224 MysQL Ei s P g
database = itrust /%450 MysQL F s 22 44 FR

2. {EMAAT B IBAT SecurityServer H1 Bin\ToolBox H 3% T Soterexe T.H (FE#}E
AT 75 A B MysQL 3 1 1P AR, W R EPFTR:

D:\SecurityServer Bin\ToolBox»Soter.exe -b SPRD -1

wralexwoooooooooooox -5 XOO000000OE0OO00OOCCCOCOO0ONE000

-b: &% brand {55, & brand & SPRD

-il-s © 4159 appid A appsecret {55 (FREMNGE A AT H HIE RS

SOTER =2k 4 858 5 56 A5 |- H Vi 0 4% 125 15 0 e R 26 52
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[th RS

6.6 & SOTER #raE{il
B L5 5 CheckX L EAG 2 SOTER bndEfi 275 Pass:

HENT E ¥ E U, 2%k Check SOTER 1ET, #RJE#E4T M.

v Check SOTER el

| Item [

USB Communication
Port: 5

Pass: 8
Fail: 8

Pass Ratio: 50%
Test Detail
HE N Clear

Finished! Start
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#B7E FAQ

7.1 2% MySOL RYE o)/

1. ZIEAIFEE R L %23 netFramework 4.0
2. Window Server 24t 75 T2z 34N T FI%N T KB2999226-X64.msu

72 BAERE HUK, #ITREPBESEHABIE?
SRS HUK, fE System Init BB #isls, 38 R,

A LL#A T.A PhoneCommand Log, Log H<x#]Efl production not write HUK {5 &, &1 Fffizs

[2018-06-25 13:21:12:003] apSecurityScheme:

[2018-06-25 13:21:12:003] --> 43(0x0000002b) Bytes
00000000h: 7E 03 00 00 00 29 00 62 00 1D 00 1D 00 00 00 00 ; ~....).b........
00000010h: 19 00 02 80 10 25 9F A6 D6 4D 11 E6 91 8B 3B 2C; .....%...M....;,
00000020h: 3A BE 2B 31 10 00 00 02 00 63 7E jntl..c

[2018-06-25 13:21:12:006] <<- 53(0x00000035) Bytes
00000000h: 7E 03 00 00 00 33 00 62 00 01 00 27 00230000 ; ~....3.b..."#..
00000010h: 00 02 80 00 03 00 00 00 70 72 6F 64 7563 7469 ; ........ producti
00000020h: 6F 6E 20 6E 6F 74 20 77 72 69 74 65 20 48 55 4B ; on not write HUK

00000030h: 20 21 0AD4 7E ;o L~

7.3 5k Secrure Bit REfiL, #HITREMEBESFH B ?

W Secure Bit A B A, L4 #BE AT LL Pass, {HAZ{# H CheckX T.HE A% Secure Boot Enable

BN BN RI, T AR A4 Pac IR T LAY, Bl 2242 D REARAE L
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74 REPERBITUEERE?

& Keybox 4b, #B% Pass AL, AILLARRERE, (Hi2 Efuse A5 —k, wREa5d 7, X
— Dt E# By Pass 1.

7.5 IFAA/SOTER/Keybox EEME, BEATUEEEAN?

IFAA/SOTER/Keybox 5 N F-Hl. EMMC ] RPMB 73[X, & IFAA/SOTER/Keybox 75 E444
1k, RPMB 73X, #1464k RPMB 43 X /& 7E System Init [fr Bt 2181, LA IFAA/SOTER/Keybox 7
Systemlnit 2 J5 o

IFAA fRE K H—R—%, IFAAKey 25 ANFHL EMMC RPMB 43X, nlUAEE 5K, BT
DU TG IFAA Key 78 o5 56 1) Key s

SOTER #%& & —Hl—%, SOTER Key HFHURYEFHLELE ID A%, H5 N EMMC RPMB
X, HRESER—R, BIREE, 2¥2Zi5 N RPMB 43X ) Key & H _EA£%] MySQL %
& . SOTER #%& Pass J& 75 B L& 415 B RIS IS 25 .

Keybox &% Devices ID #E47T HIE ), BEAMEEAEXT N IE—[1] Keybox, NREEE.

7.6 4EEE#R EMMC/BB tv ), REEEEHNE?

1. W 2 B R A A < ThRE

B3 BB O, EMMC 0 75 A S, R A T s, A RE AR e A R
FIFH < Th g

e EMMC 5, BB O AN BRI e, (B ERE AT 2 &S, AR e iR
BEEIFI ST RE

2. UOASTEAE 2 AR B SR A AR DS T RE -

B BB O, WUREAE E e EMMC B, R T 24 (N 2438 211 iE L EMMC
() RPMB 43 [X, ALREPAT—IK, HMI4T BB OS5 EMMC B 48 1), AN 22 4 E 1Rt
FHRINRE -

H 4t EMMC 5, BB O AEEEH i,

_34_



NE3 R

U N1 s 0C

7.7 BERIESRA R R EREENRITRE

ANFHE, IFAA/SOTER/KeyBox 5 A\ EMMC [£] RPMB 43 [X, 5Hf{EkH2%, 1 536 QU4 A H 2%,
T e QU RS 52 IFAAISOTER/KeyBox FH < Th g 148

78 EF THRETEEFNHITHES
REE, BH FRASER EMMC () RPMB 40X, MRS & i T 2.

7.9 £ 1 Error Code

1. Attestation Keybox EEHBE: 4aIFHLCKIIHHEIL Attestation Keybox, NIA
JINARGER)EHIE

2. Attestation Keybox Hff] DevicelD FE 5 ATk A VD

3. Db IS A FH Y Attesation Keybox (AJRE 2 keybox . FH58)
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7.10 Keybox db 3CEHTIBR A #E
SecurityServer_R5.0.0001 #3474t it keybox f# FIARZSHITIEE, keybox 3R 45 #) 7+
3 v2 BRA .

5 FZ R AT 1) SecureToolBox.exe T B AE sl i) do SCF 5 2 i T..E. (11 R4.18.2101,
AR VL RRA IR EER)D AR db SCHFRRAEIE S5 M — 20, TCIEFRA

R5.0.0001 i A T EA# F v1 AT db 2, 47T Server IR LA FHE75R:

SecurityServer I._ghj

1. Init Keybox database fail.

wE

T R TH: SecurityServer, 2 Fifd I IHRR A SecureToolBox.exe .2 AE Al f¥) db ¢
fTEy A R ), m]fdF db_transfer.exe Ay 447 TE, K IHRASH db SO 40 T 1)
B EERI db SO, TR IR

TEMATIBITZN R, e do SXHFRIA R, W Fios:

“d\00_Configh 2010, db”
1 transte

sfer db to w2, 0 =uc

@ .

1. ATELRZ T RGEIA ) db BT, i A\ BR AT
2. FHEF| v2 AT db SCAFRT, 1 e
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7.11 REWWEL Command ID 3R HIERE

A TE R, ERA LRSI ERR AT 1D, X R AN

BSL_RCV_SYSTEM_READY = 0x0001, /* Received the system ready command from client */

BSL_CMD_SYSTEM_INIT = 0x0002, /* System init */
BSL_CMD_GET_UID = 0x0003, /* Get chip UID */
BSL_CMD_SET_RTC = 0x0004, /* Set RTC */
BSL_CMD_SET_ROTPK = 0x0005, /* Set ROTPK */
BSL_CMD_GET_ROTPK = 0x0006, /* Get ROTPK */
BSL_CMD_SYSTEM_CLOSE = 0x0009, /* System close */
BSL_CMD_SET_KEYBOX = 0x000A, /* Set Keybox */
BSL_CMD_SET_IFAAKEY = 0x000B, /* Set IFAA RSA Key */

BSL_CMD_GET_DEVICE_ID = 0x000C, /* Get Device ID */
BSL CMD_GET_WECHAT_CA = 0x000D, /* Get Wechat Certificate */
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{3 Revision History

Version Date Owner Notes
1.0 2017/11/28 HWE-NPI Created
2.0 2018/04/01 HWE-NPI Updated
1. HIEEE RS ORI HT Keybox 1 RS
2. FHEAE Keybox db ThEE
3.0 2018/06/20 HWE-NPI 3. [ SOTER ¥ 4h, i MysaL
4. £¥rKeybox BiETE. PitsE
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